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DISSEMINATION OF MALWARE
THROUGH GOOGLE FORMS

Cyber threat campaign is going on actively
through online modes like phishing emails
and social media platforms. Where
cybercriminals are using legitimate Google
URLs to deliver malware. The spammers
are sending crafted malicious phishing
links to steal the info of the user through
Google forms. Google form is a web based
application, which is free service provided
by Google, to make surveys, quizzes, or
event registration sheets.
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1. The initial mode of spreading the infection is through a phishing
email, which carries malicious macro embedded document of
Google form.

2. Spammers are using the contact form templates to send
employees legitimate Google URLs that require users to sign in
with their Google username and password. Subsequently, they
infect the users through malicious info stealing banking Trojan
and collect the users' credentials for malicious purposes.

Safety Tips
Avoid opening emails from unknown senders/ persons.
Avoid sending any sensitive information over email.
Avoid opening any email attachment files or data from an
unknown source.
Do not reply or clicking on links inside spam emails.
Install anti-virus solution to block unwanted downloads from
unknown applications.




