BEWARE! B

of WhatsApp picture fraud

Scammers may install malware through pictures
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Protect yourself from ESlLOSEES

WhatsApp scams

UPDATE SETTINGS:
Disable Install from unknown sources in
the settings

VERIFY THE SENDER:

Be extremely cautious about messages & media
from unknown numbers

@ AVOID AUTOMATIC DOWNLOADS:
Turn off auto-download in WhatsApp

THINK BEFORE YOU CLICK:

Avoid clicking on any links or photos unless you are
absolutely sure of their origin & safety

. REVIEW APPLICATIONS:

Regularly review app permissions & uninstall
suspicious apps
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HOW THE SCAM UNFOLDS

Victim gets a WhatsApp message with a photo.
On downloading the photo, a malicious app gets installed.

The app gives the hacker control of the victim's phone.

Hacker uses banking apps and OTPs to debit money from
victim'’s account.

1
Stay vigilant!

Never click on unsolicited photos or links on
WhatsApp, especially from unknown contacts




